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KEY HIGHLIGHTS
Context of the News

The Union Government is considering legally
mandating smartphone security requirements
under the Indian Telecom Security Assurance
Requirements (ITSAR), 2023.
The draft proposes vulnerability analysis,
including possible access to smartphone
source code by government-designated labs.
Global smartphone manufacturers such as
Apple and Samsung have raised objections
citing IP and privacy concerns.
The move is linked to rising cyber fraud,
malware threats, and data breaches in India’s
large smartphone ecosystem (~750 million
users).
Consultations are ongoing between MeitY, IT
Ministry, and industry bodies.

Key Points 
Draft framework: ITSAR, 2023
Total proposed standards: 83
Major provisions:

Source code review for vulnerability
analysis
Testing at government-designated Indian
labs
Automatic & periodic malware scanning on
devices
One-year storage of device activity logs
Prior intimation to National Centre for
Communication Security before:

Major OS updates
Security patches

Authority to test updates before release
Mandatory:

Uninstallation of pre-loaded apps
Blocking background camera/mic
access

Industry body MAIT opposes the proposal:
No global precedent
Battery drain & storage constraints
Delay in emergency security updates

Static Linkages 
Right to Privacy as a Fundamental Right
(Puttaswamy Judgment, 2017)
Doctrine of Proportionality in state action
Cyber Security Framework of India:

IT Act, 2000
CERT-In
National Cyber Security Policy, 2013

Data minimisation & purpose limitation principles
(B.N. Srikrishna Committee)
Trusted Telecom & Supply Chain Security
approach

Critical Analysis 
Positives

Strengthens national cyber security
Early detection of malware & zero-day
vulnerabilities
Limits misuse of device sensors (camera/mic)
Enhances state oversight of digital infrastructure

Concerns
Source code access risks:

Intellectual Property leakage
Trade secret exposure

Mandatory update approvals:
Delay in critical security patches

Continuous malware scanning:
Battery & performance impact

Possible surveillance overreach
May affect Ease of Doing Business and FDI

Way Forward 
Prefer black-box testing over source code access
Adopt risk-based and proportional security audits
Align standards with global norms (ISO/IEC, ETSI)
Clear legal safeguards for:

Data access
Retention
Independent oversight

Integrate reforms with Digital Personal Data
Protection Act
Institutionalised industry–government
consultation mechanism

CHANAKYA IAS ACADEMY

CHANAKYA IAS ACADEMY

CHANAKYA IAS ACADEMY

CHANAKYA IAS ACADEMY

CHANAKYA IAS ACADEMY

CHANAKYA IAS ACADEMY

CHANAKYA IAS ACADEMY

CHANAKYA IAS ACADEMY



KEY HIGHLIGHTS
Context of the News

In 2025, Fast Track Special Courts (FTSCs)
disposed 109% of POCSO cases:

87,754 cases disposed vs 80,320 cases
registered in the same year.

FTSCs were launched in 2019 following
directions of the Supreme Court of India,
funded through the Nirbhaya Fund.
Despite higher disposals, conviction rates have
declined, raising concerns about quality of
justice under the Protection of Children from
Sexual Offences Act.

Key Points
FTSC infrastructure

773 FTSCs operational; ~400 dedicated to
POCSO cases.
₹1,952 crore allocated from Nirbhaya Fund.
By September 2025, FTSCs disposed
3,50,685 cases.

Speed vs outcomes
FTSCs dispose ~9.5 cases/month,
compared to ~3.3 cases/month in regular
courts.
Conviction rate declined from ~35% (2019)
to ~29% (2023) nationally.
FTSCs record ~19% convictions, with
several States seeing acquittals exceeding
convictions.

Process deficits
Hasty investigations, incomplete charge
sheets, delayed forensic reports (notably in
Uttar Pradesh and Maharashtra).

Socio-economic costs
Marginalised families incur travel, legal, and
livelihood losses, often exceeding State relief.

Static Linkages 
Child rights as part of Right to Life with Dignity (Article
21)
Special courts as an instrument of judicial reform
Victim compensation as part of restorative justice
Access to justice and legal aid under constitutional
governance

Critical Analysis 
Positive Outcomes

Reduced pendency of POCSO cases.
Dedicated courts improved prioritisation of child
sexual offences.

Key Concerns
Faster disposal not matched by investigation quality.
Declining conviction rates indicate procedural dilution.
Delays in forensic reports weaken prosecution.
Absence of support persons leads to hostile witnesses.
Lack of PLVs affects FIR registration and early-stage
protection.
Interim compensation rarely granted during trial.
Judicial leniency (e.g., marriage-based reasoning)
undermines deterrence.

Way Forward
Shift focus from disposal targets to conviction quality.
Mandatory timelines for forensic laboratories.
Universal empanelment of support persons with RTI-
based monitoring.
Full implementation of PLVs at police station level.
Early interim compensation linked to education and
healthcare.
Judicial training on child psychology and POCSO intent.
Replication of best practices from better-performing
States.

Support persons under Section 39,
POCSO—mandated by SC (2021) and
detailed by National Commission for
Protection of Child Rights (2024)—
remain unempanelled in many States.

Para-Legal Volunteers (PLVs)
SC (Dec 2025) directed PLVs at every
police station for POCSO cases.
Severe gaps persist (e.g., Andhra
Pradesh: 42/919 stations; Tamil Nadu:
0/1,577).

Victim support & compensation
Interim compensation is legally
permissible at any stage, yet often
delayed until final verdicts.
Payments frequently arrive years later,
diluting rehabilitative impact.

Judicial inconsistencies
Some courts have leniently treated
cases citing post-majority marriage,
undermining Section 6 deterrence.
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KEY HIGHLIGHTS
Context of the News

2025 witnessed heightened geopolitical churn
following the return of Donald Trump as
President of the United States.
The Indo-Pacific emerged as the most
contested strategic theatre amid intensifying
U.S.–China competition.
The Quadrilateral Security Dialogue (Quad)—
comprising India, Australia, Japan, and the U.S.
—continued to function despite the absence of
a leader-level summit in 2025.
The Quad Foreign Ministers’ meetings hosted
by Marco Rubio in January and July 2025
reaffirmed U.S. commitment.
India could not host the scheduled Quad
Leaders’ Summit in 2025, making the year an
interregnum phase rather than a decline.

Key Points
Quad revived in 2017, with strong backing from
the Trump administration, after losing
momentum post-2007.
Core objective: Rules-based order and a Free,
Open, Inclusive Indo-Pacific (FOIP).
Six leader-level summits held between 2021–
2024; last in Wilmington, Delaware (2024)
under President Biden.
Key initiatives operational in 2025:

Quad-at-Sea Ship Observer Mission (June
2025): Coast Guard cooperation.
Ports of the Future Partnership (Mumbai,
October 2025): Sustainable and resilient
port infrastructure.
Malabar Exercise 2025 held in Guam (India,
U.S., Japan, Australia).

No permanent secretariat; functions through
consensus and political will.
U.S. diplomatic efforts underway to convene a
leader-level summit in early 2026.

Critical Analysis
Pros

Enhances maritime domain awareness and
interoperability.
Flexible, non-treaty framework suits India’s
strategic autonomy.
Focus on global public goods: HADR,
infrastructure, climate resilience.

Concerns
Absence of institutional structure affects
continuity.
Perception of being China-centric may limit
ASEAN comfort.
Leadership transitions disrupt momentum.
Overdependence on U.S. political will.

Stakeholder Perspectives
India: Balancing deterrence with inclusivity.
ASEAN: Prefers Quad complementarity with
ASEAN centrality.
China: Views Quad as containment
architecture.
U.S.: Tool for burden-sharing in Indo-Pacific.

Way Forward
Convene Quad Leaders’ Summit at the earliest
(early 2026).
Institutionalise working groups without formal
alliance structure.
Deepen cooperation with ASEAN, IORA, and
Pacific Island states.
Expand focus on technology, supply chains,
and climate finance.
Strengthen people-centric initiatives to
reinforce legitimacy.

Static Linkages
Indo-Pacific as a strategic construct
highlighted in India’s Maritime Security
Strategy (2015).
UNCLOS (1982) as the legal basis for
freedom of navigation and overflight.
Disaster response cooperation roots trace
back to 2004 Indian Ocean Tsunami.
Alignment with India’s SAGAR doctrine and
Act East Policy.
Maritime security and port-led
development emphasized in Sagarmala
Programme.
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KEY HIGHLIGHTS
Context of the News

2025: Administration of Donald Trump
announced withdrawal from:

UN Framework Convention on Climate
Change (UNFCCC)
~65 international organisations/platforms

Decision taken via Presidential Memorandum
Reversal of multilateral commitments restored
under Joe Biden
Earlier exit from Paris Agreement during first
Trump term
2025: U.S. disengagement from major
programmes of World Health Organization

Key Points
Withdrawals focus on UN-linked bodies dealing
with:

Climate change & renewable energy
Gender equality & minority rights
Labour standards & rule of law

U.S. is among the largest contributors to:
WHO assessed and voluntary funding
Global climate finance leadership

Immediate impact observed in:
Maternal & child health programmes
TB, Malaria, HIV/AIDS control
Disease surveillance in developing
countries

Creates leadership and funding vacuum in
global governance
Potential strategic gain for China and Russia
Continuation of unilateralism and
protectionism (tariffs, sanctions)

Static Linkages 
Multilateral institutions formed post-1945
Global commons: atmosphere, climate, public
health
Principle of Common but Differentiated
Responsibilities (CBDR)
Rules-based international order
Collective action problem in global governance

Critical Analysis 
Pros (U.S. perspective):

Policy autonomy
Reduced financial obligations
Domestic political consolidation

Cons (Global perspective):
Weakening of global climate action
Funding shock to Global South programmes
Erosion of multilateral trust
Rise of norm-setting by non-democratic
powers
Undermining climate justice and
intergenerational equity

Way Forward 
Strengthening of multilateral coalitions
without U.S.
Greater leadership role for middle powers
Diversification of funding sources for UN
agencies
Institutional reforms to reduce donor
dependence
Ethics-based and science-driven global
governance
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KEY HIGHLIGHTS
Context of the News

On January 9, the Supreme Court of India
acknowledged misuse of the POCSO Act, 2012
in cases of consensual adolescent
relationships.
Court observed that families are invoking
POCSO to penalise relationships disapproved
socially (caste/religion/choice-based).
Judgment forwarded to the Law Secretary to
explore legal and policy measures to curb
misuse.
Aligns with concerns raised in the Law
Commission of India (2023).

Key Points
POCSO Act, 2012

Age of consent fixed at 18 years.
Based on strict liability → consent of minor
is irrelevant.
Provides mandatory minimum sentences.

Identified Issue
Consensual relationships (16–18 years) treated
at par with sexual exploitation.
Parents file cases of kidnapping + sexual
assault in elopement cases.

Law Commission (2023)
Rejected lowering age of consent (risk of
trafficking, child marriage).
Recommended “guided judicial discretion” in
sentencing for 16–18 age group.

Institutional Gap
Absence of non-punitive mechanisms like
counselling and mediation.
Police-led response dominates welfare-based
interventions.

Static Linkages 
Child Definition: Below 18 years (UNCRC, JJ Act,
2015).
Strict Liability: No requirement of mens rea.
Article 21: Right to life includes personal
autonomy and dignity.
Article 39(f): Protection of children against
exploitation.
Criminal Jurisprudence: Principle of
proportionality in punishment.

Critical Analysis
Strengths of POCSO

Strong legal deterrence against child sexual
abuse.
Victim-centric procedures (child-friendly courts).
Compliance with international child protection
norms.

Concerns
Over-criminalisation of consensual adolescent
behaviour.
Misuse as a tool of familial and social control.
Mandatory sentencing limits judicial discretion.
Blurring distinction between abuse and peer
intimacy.
Violates spirit of substantive due process under
Article 21.

Way Forward
Introduce guided judicial discretion for
consensual cases (16–18 years).
Statutory recognition of close-in-age exception.
Establish confidential adolescent counselling
services.
Shift from police-first to welfare-first response.
Capacity building of police, prosecutors, and
judges.
Periodic legislative review using court and NCRB
data.
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KEY HIGHLIGHTS
Context of the News

Donald Trump considering military strike
options against Iran amid nationwide anti-
government protests.
Protests triggered by economic crisis and
currency collapse; heavy crackdown reported.
US has earlier conducted strikes on Iran’s
nuclear facilities (Fordo, Natanz, Isfahan).
Iranian leadership warns of retaliation against
US and Israeli assets.

Key Points
US options reportedly include limited strikes,
potentially even on non-military targets linked
to internal repression.
US concerns:

Avoid galvanising Iranian public support for
the regime.
Prevent retaliatory strikes on US bases and
allies in West Asia.

Iran accuses the US and Israel of
masterminding destabilisation.
Internet shutdowns and communication
blackouts in Iran hinder independent
verification.
US diplomatic signalling: support for “freedom
of Iranian people” alongside coercive threats.

Static Linkages
Use of Force in International Relations:

UN Charter Article 2(4) prohibits use of
force against sovereignty.
Article 51 allows self-defence only in case
of armed attack.

Sanctions & Coercive Diplomacy:
Economic pressure as a tool of foreign
policy (seen in US–Iran relations since
1979).

Nuclear Non-Proliferation:
Iran is a signatory to the NPT; disputes over
enrichment levels and inspections.

West Asia Geopolitics:
Strategic choke points (Hormuz), proxy
conflicts, and alliance politics.

Critical Analysis
Concerns

Possible violation of international law.
Escalation into wider regional conflict.
Civilian and humanitarian costs.

Strategic Calculations
Deterrence vs regime consolidation.
Impact on global energy security.
Implications for countries like India (oil
imports, diaspora).

Way Forward
Prefer diplomatic and multilateral
engagement.
Strengthen role of UN and IAEA.
Targeted sanctions, not collective punishment.
De-escalation to avoid miscalculation.
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KEY HIGHLIGHTS
Context of the News

January 2026 marks 35 years of India’s 1991
economic reforms (LPG reforms).
Reforms delivered high growth but failed to
generate adequate non-farm employment.
India and China had similar per-capita GDP in
1991; China’s per-capita GDP is now ~5 times
higher.
Core issue identified: ideological distrust of
entrepreneurship, leading to weak job creation.

Key Points / Data 
Post-1991 Outcomes (Scale of Growth):

Vehicle ownership ↑ 45×
EPF contributions ↑ 75×
Forex reserves ↑ 120×
Stock market capitalisation ↑ 500×
Telecom connections ↑ 600×

Structural Gaps:
~45% workforce still in agriculture.
6.3 crore enterprises, but only ~8 lakh
EPFO-paying employers.
Manufacturing employment share ~11%
(low for a developing economy).

Employment Insight:
Growth without structural transformation →
jobless growth.

Core Conceptual Argument
India’s constraint is policy ideology, not
democracy or demographics.
Zero-sum thinking (wealth of one reduces
wealth of others) discourages
entrepreneurship.
Global evidence shows entrepreneurship-
driven growth is key to poverty reduction.

Static Linkages 
Structural transformation theory (Lewis Model).
Manufacturing and services as engines of
employment.
Welfare state sustainability depends on
productive taxpayers.
Role of entrepreneurship in Economic Survey
(multiple editions).
Regulatory overreach vs Ease of Doing Business.

Critical Analysis 
Strengths:

Focus on employment rather than
redistribution.
Aligns with East Asian development
experience.
Supports cooperative federalism through
competitive reforms.

Concerns:
Rising inequality may cause social friction.
Risk of dilution of labour and environmental
safeguards.
Reform fatigue and political resistance.

Ethical Dimension:
Preventable poverty due to poor policy
choices can be viewed as moral failure of the
state.

Way Forward 
Accelerate labour-intensive manufacturing and
modern services.
Implement Jan Vishwas Siddhant for trust-based
regulation.
Rationalise criminal provisions in economic laws.
Strengthen skilling aligned with industry demand.
Promote state-level reform competition with
fiscal incentives.

Thinking on Entrepreneurship
Wealth creation is essential for poverty
removal

Poverty alleviation requires Ameeri
Banao + Garibi Hatao.

Inequality ≠ Poverty
Reducing inequality alone does not
eliminate poverty.

Policy experimentation is necessary
Incremental reforms and pilots
outperform rigid regulation.

Pragmatism over ideology
Any sector/state/firm creating non-
farm jobs must be supported.

Over-criminalisation harms the
economy

Economic frauds should not justify
excessive criminal laws for all
enterprises.
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KEY HIGHLIGHTS
Context 

Unilateral US military action against Venezuela
without UN mandate.
Strong criticism raised inside the UN system →
questions on erosion of international norms.
US pressure on India via tariff threats over
Russian oil imports.
Reflects increasing use of economic coercion +
military unilateralism in global politics.
Highlights weakening of rules-based
international order.

Key Points
Violation of Sovereignty: Contravenes UN
Charter principles.
Economic Coercion: Tariffs increasingly used
as geopolitical weapons.
Selective Multilateralism: Powerful states
bypass institutions when inconvenient.
Muted Response of Emerging Powers:
Indicates structural inequality in global order.
Normalization of Force: Military intervention
without collective approval becoming
frequent.

Static Linkages 
UN Charter (1945)

Article 2(4): Prohibits threat or use of force
against territorial integrity.
Article 51: Self-defence only exception.

Cold War Bipolarity (NCERT)
Balance of power limited unilateral
interventions.

Non-Aligned Movement (NAM)
Emphasised sovereignty, non-intervention,
strategic autonomy.

Neoliberal Economic Order
IMF–World Bank conditionalities → reduced
state capacity.

India’s Strategic Autonomy
Core principle of foreign policy (MEA,
Economic Survey references).

Critical Analysis 
Issues

Weakening of international law.
Undermines UN legitimacy.
Creates fear-based global order.
Economic dependence limits diplomatic
independence.

India-Specific Concerns
Silence erodes moral leadership.
Economic inequality + unemployment reduce
strategic confidence.
Over-reliance on foreign capital constrains
foreign policy.

Way Forward 
Reform UN Security Council (India, Africa, Latin
America representation).
Strengthen South-South Cooperation.
Reduce external economic dependence.
Assert issue-based strategic autonomy.
Collective defence of international law through
multilateral platforms.
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KEY HIGHLIGHTS
Context

Statement by Howard Lutnick blaming India for
delay in India–US trade deal.
India had clearly communicated non-
negotiable redlines on agricultural market
access.
India’s trade offer described as “forward-
leaning” by Jamieson Greer.
US imposed 50% tariff on Indian imports.
Includes 25% penalty for India’s Russian oil
imports.
Proposal to raise tariffs to 500% under Russia
sanctions legislation.
Support expressed by Lindsey Graham.
Tariffs imposed under International Emergency
Economic Powers Act.

Key Points
India follows transparency principle in trade
negotiations.
Agriculture protected due to:

Food security concerns
Small & marginal farmers (≈86%)

US tariff action contradicts:
WTO spirit of MFN (Most Favoured Nation).

Financial market impact:
Sensex & Nifty ↓ ~2.5%.
FPI outflow: $1.3 bn (current month); $18.9
bn in 2025.
Rupee at ₹90.16/USD.

External uncertainty despite strong domestic
fundamentals.

Static Linkages
WTO Agreement on Agriculture:

Special & Differential Treatment for
developing countries.

Indian agriculture:
MSP, public procurement, food security
(NCERT, Economic Survey).

Executive trade powers:
National emergency laws in US.

Capital flows:
Volatility linked to global risk (Economic
Survey).

Labour reforms:
Four Labour Codes pending notification.

Subsidies:
Market-distorting subsidies highlighted by
NITI Aayog.

Critical Analysis
Positives

Protection of food security.
Policy consistency in trade negotiations.
Strong domestic macro indicators:

GDP growth: 7.4% (2025–26).
Inflation below 1%.
NPAs at multi-decade lows.

Concerns
Export competitiveness weakened.
FPI volatility.
Currency depreciation pressures.
Trust deficit in trade diplomacy.
Risk of sanction-driven trade fragmentation.

Way Forward
Diversify trade partnerships (EU, ASEAN, GCC).
Notify & implement Four Labour Codes.
Roll back excessive Quality Control Orders.
Reform subsidy regime.
Improve state government fiscal discipline.
Use Union Budget to reinforce reform
credibility.
Shift diplomacy to institutional mechanisms,
not personality-centric engagement.
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KEY HIGHLIGHTS
What is the discovery?

At Zehanpora in Baramulla, large earthen
mounds spread over ~10 acres were long
considered natural.
Scientific mapping has confirmed they are
man-made structures, over 2,000 years old.
Archaeological evidence dates them to the
Kushan period (1st–3rd century CE).

Why is the site important archaeologically?
The mounds resemble the base and platform
of Buddhist stupas.
Evidence suggests wooden superstructures,
indicating advanced construction.
The site is unusually large, suggesting a major
religious or monastic complex, not a small
shrine.
Use of drones and remote sensing shows the
area is fully built-up underground, indicating
long-term human activity.

Historical significance for Kashmir
Confirms Kashmir’s role as a major centre of
Buddhism, not a peripheral region.
Supports textual sources like Kalhana’s
Rajatarangini, which states that Buddhism
existed in Kashmir even before Ashoka.
Aligns with Mahavamsa, which mentions
Kashmiri monks attending Ashoka’s Buddhist
council.
Strengthens evidence that Kashmir lay on
ancient trans-Himalayan trade routes
connecting:

Gandhara (Taxila)
Central Asia
Northern India

Link with the Kushan Empire
Kushans were major patrons of Mahayana
Buddhism.
Period saw:

Large stupas
Monasteries
Spread of Buddhist art and philosophy

Zehanpora fits into a broader Kushan-era
Buddhist landscape including Harwan,
Parihaspora, and Ushkur.

Why is the France connection important?
A historic photograph of the site was found in a
French museum archive.
The image closely matches the current
mounds, confirming:

Antiquity of the structures
That the site was noticed by European
travellers during colonial times

Shows the value of global archival research in
Indian archaeology.

Present challenges
A canal built in the 1970s cuts through the site,
damaging continuity.
Long exposure has caused erosion and
reduction of mound height.
Excavation is slow due to:

Large area
Harsh winters
Limited resources
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